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Abstract of the contribution: This contribution proposes an optimized solution for the Key Issue #1, updating solution #2 with further enhancements.
1 Discussion
TR 23.700-07 has identified “Enhancement to support SNPN along with credentials owned by an entity separate from the SNPN” as a Key issue. There are some solutions that are already proposed for the this Key Issue. But each of the solution has its own benefits and disadvantages. Some of the key points in each of the Solutions are given below.
[bookmark: _GoBack]Solution 1 addresses the key issue by provisioning a "Service Provider Controlled Network Selector" list and an optional “"Equivalent Home Service Provider" in the UE and the UE locates the SNPN it can connect by comparing the broadcasted SNPN Identifier with that stored in the UE list. Solution 2 achieves this by broadcasting the Home SP and optionally a Roaming Group Identity. 
One disadvantage with the Solution 1 is that the, UE always needs to be provisioned in advance with the ID of SNPN supporting subscription to the Service Provider and, If it moves to a new SNPN (supporting subscription to its Service provider) but not provisioned inside UE, UE won’t be able to access the Network. If the V-SNPN needs to provide services to UEs belonging to various Service providers (SP), then the number of Home SP IDs tha need to be broadcasted becomes quite large. Separate System Information Messages are needed to achieve this. Solution 2 also talks about a default behaviour where the UE can select any V-SNPN, indicating “support for access using Home SP credentials” if UE does not find a match for Home SP ID or Roaming Group ID. This can trigger Registration Requests from un-intended UEs and might not be acceptable to UE vendors.
The document proposes an optimized solution by combining the proposed solutions, along with the following further enhancements / modifications.
1) Manual Selection Support for UEs having credentials owned by an entity separate from the SNPN.
2) Proposal to use On Demand System Information. The UE can request for “on demand” SI for Roaming Group ID
3) Defining a format for Roaming Group ID.
4) Support for Authentication via SNPN to separate entity based on non-3GPP entities using AAA Servers – Was part of Key Issue #1, but not explicitly addressed by the solutions. (proposal to consider this scenario as well).
5) Removal of Home SP ID.
2 Proposal
[bookmark: _Hlk513714389]It is proposed to update TR 23.700 as follows
[bookmark: _Hlk520730635]*** Start Change ***
6.2	Solution #2: SNPN access using credentials owned by an entity separate from the SNPN
[bookmark: _Toc19722246][bookmark: _Toc31114309][bookmark: _Toc31120332]6.2.1	Introduction
This solution addresses Key Issue #1 ("Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN "). Those entities separate from the SNPN are referred to as Home SPs hereafter.
Key idea of the solution is that a Visited-SNPN (V-SNPN) broadcasts information that enables a UE to determine whether the UE can access the V-SNPN using any of the Home SP credentials that the UE is configured with.
In particular, a V-SNPN may broadcast identities of Home SPs that the V-SNPN has an agreement with, i.e. which supports access to the V-SNPN using the credentials of those Home SPs.
This approach addresses e.g. scenarios where it is not guaranteed that the Home SP can always provide the UE with the list of all allowed V-SNPNs before the UE needs to select a V-SNPN. The latter refers for example to scenarios where a new SNPN needs to be added for a UE while the UE is disabled and the UE is powered on in a location where only that V-SNPN is available. One example is audio/video recording equipment that is transported from a storage facility to a venue where it needs to be temporarily installed and connected to the venue's SNPN.
A V-SNPN may also broadcast the identities of Roaming Groups that the V-SNPN has an agreement with for access to the V-SNPN using the credentials of any of the Home SPs that are part of the Roaming Group. The UE is assumed to be configured by the Home SP with one or more Roaming Groups that the Home SP is part of so that the UE can select a V-SNPN that supports one of the Roaming Groups the UE is configured with. One benefit of the Roaming Group is that the V-SNPN does not need to broadcast the identities of all the Home SPs that are part of the Roaming Group but only needs to broadcast the Roaming Group ID instead.
Roaming Group examples include:
-	National operating companies of a multi-national operator
-	By broadcasting the Roaming Group ID assigned to the multi-national operator, a V-SNPN can enable the UEs from all the national operating companies of the multi-national operator to select the V-SNPN (instead of having to broadcast the Home SP IDs of each of the national operating companies, which may also exceed the number of Home SP IDs supported by SIB).
-	Home SPs that are connected to a roaming hub provider
-	Typically mobile operators have direct interconnections and roaming agreements only with large partner networks.
-	For the large amount of small partner networks, mobile operators typically use the services of a roaming hub provider that provide interconnection and roaming with a large amount of partner networks while avoiding the need for bilateral agreements and interconnection.
-	By broadcasting the Roaming Group ID assigned to the roaming hub provider, a V-SNPN can enable the UEs from all the Home SPs connected to the roaming hub provider to select the V-SNPN (instead of having to broadcast the IDs of each of the Home SPs, which may also exceed the number of Home SP IDs supported by SIB) while also avoiding the need for the Home SPs to maintain an accurate list of all the supported V-SNPNs.
NOTE 1:	The Roaming Group ID is assumed to be globally unique. Assignment of a unique Roaming Group ID is beyond the scope of 3GPP.
Editor's note:	The format of the Roaming Group ID is FFS. Considering only subsets of the solution during conclusion of the key issue is not precluded.
The following clauses illustrate the solution in greater detail.
[bookmark: _Toc19722247][bookmark: _Toc31114310][bookmark: _Toc31120333]6.2.2	Functional Description
[bookmark: _Toc31114311][bookmark: _Toc31120334]6.2.2.1	Definitions
The following definitions apply:
Visited-SNPN (V-SNPN): An SNPN for which the UE does not have a subscription associated with the SNPN's identity (PLMN ID and NID combination) and which supports access using credentials owned by an entity separate from the SNPN (Home SP credentials).
Home Service Provider (Home SP): A PLMN or an SNPN that supports that its subscription is used to access a (different) SNPN.
Home SP subscription: A subscription issued by an SNPN or a PLMN.
Home SP-ID: Identifies the Home-SP that issued the subscription that a UE is using to access a V-SNPN. The Home SP ID consists of a PLMN ID, if the Home SP is a PLMN or a PLMN and NID, if the Home SP is an SNPN.
Roaming Group: A group of Home SPs that a V-SNPN has an agreement with for access to the V-SNPN using the credentials of any of the Home SPs that are part of the Roaming Group.
Roaming Group ID: Identifies a Roaming Group.
[bookmark: _Toc31114312][bookmark: _Toc31120335]6.2.2.2	Architectures
Registration with V-SNPNs and access to data networks located in the V-SNPN or the Home SP is supported based on the following architectures:
1)	5GS architecture for local breakout scenarios as documented in TS 23.501 [4] clause 4.2.4 with the V-SNPN taking the role of the V-PLMN and the Home SP taking the role of the HPLMN (Figure 6.X.2.2-1).
	This architecture enables access to V-SNPN services (e.g. local IP access or Internet access).
2)	5GS architecture for home-routed scenarios as documented in TS 23.501 [4] clause 4.2.4) with the V-SNPN taking the role of the V-PLMN and the Home SP taking the role of the HPLMN (Figure 6.X.2.2-2).
-	This architecture enables access to Home SP services using a home-routed PDU session.


Figure 6.2.2.2-1: Access to V-SNPN services (e.g. local IP access or Internet access) using home SP credentials for authentication in the V-SNPN


Figure 6.2.2.2-2: Access to Home SP services (e.g. local IP access or Internet access)
using a home-routed PDU session.
NOTE:	It is assumed that a UE that can register in a V-SNPN using the credentials of a Home SP can also access services of the Home SP using the architecture depicted in Figure 6.X.2.2-2, i.e. the UE will not access the Home SP services via the Home SP's N3IWF.
[bookmark: _Toc31114313][bookmark: _Toc31120336]6.2.2.3	System information broadcast
NG-RAN nodes which support access using Home SP credentials broadcast the following information per SNPN:
-	Indication that access using Home SP credentials is supported
-	List of supported Home SP IDs
-	List of supported Roaming Group IDs
  UE can request for On Demand System Information to acquire Roaming Group IDs and Roaming Group IDs will be broadcasted in a separate SIB message (SIBx).  

NOTE:	Further details, number of supported Home SP IDs and number of supported Roaming Group IDs that can be broadcast as well as optimizations will be determined by RAN2. This includes whether the indication that access using Home SP credentials is supported is needed or can be combined with other information and whether the (full) list of supported Home SP IDs/roaming group IDs is always provided or only on demand.
[bookmark: _Toc31114314][bookmark: _Toc31120337]6.2.2.4	UE configuration
A UE is configured with one or multiple Home SP subscriptions. The Home SP Identifier may be a PLMN or a PLMN + NID. Each Home SP subscription may optionally contain some the following information:
· A "Service Provider Controlled Network Selector" list which is modelled based on the Operator Controlled PLMN Selector with Access Technology list defined in TS 23.122 [5]. This list can include both PLMN ID and combination of PLMN ID and NID ranked in priority order. In addition, the UE may be configured with an "Equivalent Home Service Provider" list which is modelled based on the EHPLMN list defined in TS 23.122 [5].
-	Prioritized list of allowed Roaming Groups
The above information can be updated by a Home SP (for its subscription) using the UE Configuration Update procedure as defined in TS 23.502 [6] clause 4.2.4.2.
[bookmark: _Hlk29980094]When using a Home SP subscription issued by an SNPN, the UE operates in SNPN access mode. When using a Home SP subscription issued by a PLMN, the UE does not operate in SNPN access mode.
NOTE 1:	Details of AS/NAS impacts of searching for SNPNs when using a Home SP subscription issued by a PLMN are expected to be discussed by RAN2 and CT1.
NOTE 2:	AKA credentials are assumed when using a Home SP subscription issued by a PLMN.
NOTE 3:	Home SPs that support access to V-SNPNs using the Home SP subscription are assumed to provision the UE with a SUPI that enables the V-SNPN to find the Home SP's UDM.
[bookmark: _Toc19722248][bookmark: _Toc31114315][bookmark: _Toc31120338]6.2.3	Procedures
[bookmark: _Toc31114316][bookmark: _Toc31120339]6.2.3.1	Automatic V-SNPN selection and registration procedure
If none of the UE's Home SP networks are available, then the UE discovers and selects a V-SNPN as follows:
-    UE has subscription with a service provider identified in the configured lists in the UE by its PLMN ID or combination of PLMN ID and NID. (For example - identified as SP#X).
-	SP#X has an agreement with standalone non-public network (NPN#A) that is identified in the information broadcasted on the radio interface by its combination of PLMN ID and NID (For example - identified as NPN#A), allowing the UEs that have subscription with SP#X to access the services of SP#X via NPN#A.
-	The UE has a stored Service Provider Controlled Network Selector" list, and optionally an "Equivalent Home Service Provider" list, that contains both SP#X and NPN#A.
-	The radio access network of NPN#A broadcasts its own ID i.e., NPN#A.
-	The UE which has subscription with SP #X selects NPN #A since NPN #A is configured in UE's "Equivalent Home Service Provider" list or "Service Provider Controlled Network Selector" list.
NOTE:	If the UE is in coverage of the service provider's SNPN (i.e. the information broadcasted on the radio interface includes the PLMN ID + NID tuple of the SNPN), the UE selects this SNPN.
-	Once the network selection is complete, the UE registers with the network by providing the UE identity and credential corresponding to the service provider. It is assumed that the authentication request is routed to UDM in the service provider's administrative domain.
-	If during network selection the UE has exhausted all the PLMN ID or PLMN ID + NID tuples in the configured list without finding a match with the information advertised on the radio interface then the UE will request for the On Demand SIB containing the Roaming Group ID.
-	For SNPNs indicating support for access using Home SP credentials the UE retrieves the list of supported Home SP IDs and list of supported Roaming Group IDs from the SNPN's SIB.
-	Based on the acquired information, the UE selects a V-SNPN as follows:
-	If an available V-SNPN supports a Home SP ID that matches the UE's Home SP subscription then the UE selects that SNPN.
-	If an available V-SNPN supports a Roaming Group (identified by Roaming Group ID) that is contained in the UE's list of supported Roaming Groups, then the UE selects that SNPN. If multiple Roaming Groups are supported by different SNPNs, then the UE selects the SNPN supporting the Roaming Group with the highest priority as per the list of supported Roaming Group.
NOTE 1:	Selection in case multiple SNPNs support access using the UE's Home SP credentials or in case the UE has multiple Home SP credentials and multiple of those are supported by the available SNPNs is up to UE implementation.
-	If none of the UE's Home SPs are explicitly supported, nor any of the Roaming Group IDs in the UE's list of supported Roaming Groups are supported by any of the available V-SNPNs then the UE selects one of the V-SNPNs, which indicates support for access using Home SP credentials but which does not provide any Home SP ID information (i.e. for which it is unknown prior to registration which Home SPs are supported).
Once the UE has selected a V-SNPN and a Home SP-subscription to use, the UE performs the Registration procedure (TS 23.502 [6], clause 4.2.2.2.2). The UE provides to the V-SNPN the SUCI of the Home SP subscription selected as described above. The UE is authenticated by the Home SP.
[bookmark: _Toc31114317][bookmark: _Toc31120340][bookmark: _Toc19722249]6.2.3.2	Support of Manual Selection
Manual selection of the V-SNPN is also supported. UE should provide the list of V-SNPNs that support subscription to the Home SP for the user to select. 
UE identifies this list by comparing the broadcasted information: 
-    SNPN ID with the contents in the Service Provider Controlled Network selection list.
-	Roaming group ID with the one that is provisioned in the UE.
Once the user selects the desired V-SNPN, UE will register with the V-SNPN using the credential stored in UE.
6.2.3.3	Session continuity support
[bookmark: _Hlk29206025]If a UE is registered with a V-SNPN using a Home SP subscription moves to a different V-SNPN that supports access using Home SP credentials for the same Home SP but no N14 interface between source and target V-SNPN, then the UE attempts to transfer PDU sessions to the target V-SNPN using the PDU Session Establishment procedure with Existing PDU Session indication as defined in TS 23.502 [6] clause 4.3.2.2.
If a UE is registered with a V-SNPN using a Home SP subscription (where Home SP = PLMN) moves to a PLMN which does not support the N14 interface between V-SNPN and PLMN, then the UE attempts to transfer PDU sessions to the PLMN using the PDU Session Establishment procedure with Existing PDU Session indication as defined in TS 23.502 [6] clause 4.3.2.2.
If a UE is registered with a PLMN and moves to a V-SNPN that supports access using Home SP credentials for the UE's HPLMN but does not support the N14 interface between V-SNPN and PLMN, then the UE attempts to transfer PDU sessions to the target V-SNPN using the PDU Session Establishment procedure with Existing PDU Session indication as defined in TS 23.502 [6] clause 4.3.2.2.
NOTE:	Session continuity is only supported for PDU sessions anchored in the Home SP network.
Editor's note:	How the UE using a Home SP subscription (where Home SP = PLMN) determines whether to select a V-SNPN or a V-PLMN, i.e. how to determine the relative priority between SNPNs and PLMNs is FFS.
[bookmark: _Toc31114318][bookmark: _Toc31120341]6.2.3.4	Roaming Group Identity 

6.2.3.4.1	General
The Roaming Group Identity shall consist of an Assignment Mode and Roaming Group Value as shown in figure 6.2.3.4.1-1
	Assignment Mode
	Roaming Group Value



Figure 6.2.3.4.1-1: Roaming Group ID (RG ID)
Roaming Group Identity can be assigned using following assignment modes
a) Self-managed Roaming Group ID. This assignment mode is encoded by setting the assignment mode to 1.
b) Globally Managed Roaming Group ID. This assignment mode is encoded by setting the assignment mode to 2
Other Assignment mode values are reserved.
Roaming Group Value can be based on IANA PEN while the assignment mode allows the flexibility to support both locally managed (enterprise self-managed) and globally managed (by a central authority). 
6.2.3.4.2	Roaming Group ID of assignment mode 1
Roaming Group Value is assigned by organizations and used internal to the organization. It does not remain unique. It can be assigned to UEs belonging to the Organization and moving between different V-SNPNs which are part of the Organization Network.

6.2.3.4.3	Roaming Group ID of assignment mode 2
Roaming Group ID of Assignment 0 consists of Roaming Provider ID ad Roaming Member Group as shown in figure 6.2.5.3-1
	Assignment Mode
	Roaming provider ID
	Roaming Member Group



Figure 6.2.3.4.3-1: Roaming Group ID of assignment mode 2

Roaming Provider ID is further sub-divided into Provider Type and Provider ID as shown in figure 6.2.5.3-2

	Assignment Mode
	Provider Type
	Provider ID
	Roaming Member Group



Figure 6.2.3.4.3-2: Roaming Group ID of with Provider Type and Provider ID

Provider Type identifies the Type of SNPN provider, for example following are possible different providers:
a) Multi National Operator – By setting the value of Provider Type as 1.
b) Roaming Hub Provider – By setting the value of Provider Type as 2.
c) Enterprises – By setting the value of Provider Type as 3.
Other values of Provider Type are reserved.
· Provider ID is the Identity of the SNPN Service Provider and assigned by a Global agency. 
· Roaming Member Group is assigned by the Roaming Provider to limit the SNPN access to a sub-section of the National Operating companies. 
· Wildcard values (f) can be used for Roaming Member Group if the Roaming Provider wants to give universal access to all its members. 
· Using a combination of Roaming Member Group and wild card, SNPNs can reduce the number of Roaming Group IDs broadcasted over the Network and provisioned in UEs.


6.2.4	Impacts on services, entities and interfaces
NG-RAN:
-	Broadcast of additional information
UE:
-	Support of additional configuration information (list of allowed Roaming Groups)
-	Reading and processing of additional information from SIB
-	Support of V-SNPN selection and registration procedure
AMF/UDM:
-	Support of additional information for UE Configuration Update procedure
3GPP
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